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SmartManager 2.0 — Key features

The purpose of this document is to highlight some key features of the
award-winning SmartManager 2.0. For more information please contact
Smartphone Solutions.

SmartManager client is normally invisible to the end-user, it monitors the
device and its usage and is only invoked to interact with user In
situations configured by SmartManager admin.

Flexible solution, operator & device independent, billing based on real

usage.
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SmartManager supported client platforms
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=
SmartManager 2.0 — Key features e
anned
Extended inventory
Redirection
. . = - E
Multiple parameters related to devices and policies can be Deviee modes
configured on the server: 8 Policies
- Device security settings (autolock, etc...) S
- Device connection settings —
Mandatory apps
- Blacklist of applications Blacklisted apps
- Bluetooth settings can be monitored and enforced S
- SIM card change can be denied (anti-theft feature) e
- Mandatory applications & access points Pa——
Config SMS

- Access point restrictions

- Settings for email, f-secure, vpn, voip, autolock, etc.
- OMA DM operations

- Extended device inventory features

- Roaming policies & restrictions

Backup,/Restore

=
Freferences

Conn. intervals

Administrators

Licenses

All these settings can be set (also automatically) for individually @ omartphone
: . : Solutions
selected devices or basis of device models or user groups.
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SmartManager 2.0 — Key features

Furthermore, SmartManager can be used for:

e Distribution of software (including silent install and uninstall)

« Sending messages to users

» Transferring files to/from devices

» Making backups of device data (and restoring data to devices)

 Restricting user activities

» Accessing devices remotely using screen capture

» Tracking devices location (coarse or fine)

 Certificate inventory and management

» Collection logs of data transfer, messaging, voice calls, etc.

» Generic inventory platform for all types of assets such as simple
mobile phones, iPhones, printers, network routers, etc.

« Set automatic country specific “Welcome messages” for travellin
salesforce

=
Access points
Mail boxes
Mail =ervices
Country info
Custom parameters
Extended inventory
Policies apps
Devices action menu

=
File explorer
Clipboard viewer
Device list import
Export/import

=
Meszages
Default operators
Quotas
Regions

=

Manage profiles

Enroll profile via SMS

Enrollment history

Push Commands

Apple MDM operations

Apple MDM history
I05 device info

105 toolbox settings

Profile download page

g
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SmartManager 2.0 — Reporting

Reports (can be imported to Excel for further analysis)

 Device list (IMEI, device, owner, number, model, etc...)
Applications (name, version, total runtime, installed devices, etc...)
Bluetooth (on/off, name, etc...)

* Models -
B SENT & RECEIVED DATA (GPRS/3G)
( ] FI rmware IMSI/ Country/Network ID Sent + received Sent Received
244052160696798
) Memory Finland
5 2 751 KB 1002 KB 1749 KB
. 244915110146558
e Access points s
91 20 423 KB 9 037 KB 11 302 KB
° Network 5 3 KB 1 KB 1 KB
1 Finland
¢ Data traﬂlc 91 28 463 KB 11 456 KB 17 007 KB
. 13 3 620 KB 1 259 KB 2 361 KB
e Location
10 | 1 344 k8| 582 KB 763 KB
) Netherlands
EtC e 8 | 60 KB 13 kg 47 KB
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Create folder

SmartM 20 Frie operations
artivianager <.

Copy file to device(s)

Copy file{s) from dewvice(s)

Delete file(s)

Delete folder (recursive)

Launch file

In case of a breach of company policy, the level of plove fiele) fom devesd)

Restore file(z) to dev

action to be taken by the SmartManager client is comy muliple Resto evee

Install apphcation on

defined on the server by administrator. Most of the Uninstal sppicaton

Other operations
key texts visible on the MDM Client are written by the o
administrator using the MDM Server. OMA DM sapmmand

Install certficate

dentfy

Registry operation (Windows only)
MDM messane e Create acoess point

MOM message :_'I_-sat-:— bockmark

Standard 5M5 AT command

Network mode

Connect! Dok moce
Feboot! o *:—__Eraut: Et_,_-r:
Detonatel essage 1o use

Set date

MOM Client link an Qs
Access point

Set voscema

Activatel Windows Mobde Chent Provisioning
Reset database! B ;C-Fi;ll-l'ftcfnien” e e o
14F far O DM Set dewice lock code (Windows Mobde only)
Encryption reset Fhone EL.[C: ock configuration
Enable TARM Phone lockiunkod
B
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Let’s bridge the mobile gap together!
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